
	Resource Title
	Information and Communication Technology: The Digital Environment,

Grade 11, Open (BTA3O1)

Strand – Ethics and Issues in Information and Communication Technology

Privacy and Security Issues


	Intended Audience

(Check one)
	×
	Teacher only
	
	All Audiences (teachers, learners, parents) ) for all Audiences

	Description of resource
	This Provide students with an awareness of the importance of protecting their

This resource will enable students to become aware of the importance of protecting their personal information as well as the consequences that may occur if their personal information is compromised by identity thieves.Provide students with an awareness of the importance of protecting their

	Key Terms (list up to 10)
	Financial Literacy, Identity Theft, Phishing, Spoofing, Vishing

	Association
	OBEA (Ontario Business Educators’ Association)

	Creation Date
	2012

	Grade(s)
	11

	Subject(s)
	Business:  Information and Communication Technology – BTA3O1

	Strand(s)
	Ethics and Issues in Information and Communication Technology

Privacy and Security Issues



	Overall expectation(s)
	· demonstrate an understanding of the legal, social, and ethical issues related to information and communication technology;

• analyze privacy and security issues related to conducting business electronically

	Teaching/Learning Strategies (Check up to four)
	*
	Activity-Based Strategies

	
	
	Arts-Based Strategies

	
	
	Cooperative Strategies

	
	
	Direct Instruction Strategies

	
	*
	Independent Learning Strategies

	
	*
	Inquiry and Research Models

	
	
	Learning Styles

	
	
	Technology/Media-Based Applications

	
	*
	Thinking Skill Strategies

	Resource Type (Optional)

(check one)
	
	Assessment
	×
	Lesson

	
	
	Best practice
	
	Lesson plan

	
	
	Collection
	
	Map

	
	×
	Computer activity
	
	Module or unit

	
	
	Course
	
	Policy or procedure

	
	
	Data set
	
	Project                                 

	
	
	Demonstration
	
	Reference

	
	
	Educator’s guide
	
	Report

	
	
	Exercise
	
	Simulation

	
	
	Experiment
	
	Summative task

	
	
	Form
	
	Syllabus

	
	
	Glossary
	
	Text

	
	
	Guidelines
	
	Tutorial

	
	
	Index or bibliography
	
	Visual aid

	Learning Style(s)

(Check up to four)
	
	Bodily-Kinaesthetic intelligence

	
	*
	Interpersonal intelligence

	
	*
	Intrapersonal intelligence

	
	*
	Logical-Mathematical intelligence

	
	
	Musical-Rhythmic Intelligence

	
	
	Naturalist Intelligence

	
	
	Verbal-Linguistic Intelligence

	
	
	Visual-Spatial Intelligence

	Requirements
	Word Pro., Access to the Internet


Financial Literacy Lesson Plan 2012

Business – Information and Communication Technology: The Digital

Environment, Grade 11, Open (BTA3O)

3 – 75 Minute Lessons

	Connections to Financial Literacy

· Ethical Issues related to ICT
· Personal privacy and security issues with respect to the Information Age

	Day 1 – Day 3: 
	Business – Information and Communication Technology: The Digital

Environment, Grade 11, Open (BTA3O3


	Curriculum Expectations
	Learning Goals

	· Strand  :Information and Communication Technology Ethics

and Issues
Overall Expectation:
· demonstrate an understanding of the legal, social, and ethical issues related to informationand communication technology;
Specific Expectations:
· analyse privacy and security issues related to conducting business electronically;
·  describe privacy and security issues (e.g., cybercrime, loss of privacy, identity theft, viruses) related to the use of information and communication technology tools
	· At the end of this lesson, aware of the importance of protecting their personal information as well 
· At the end of this lesson, students will be aware of  the consequences that may occur if their personal information is compromised by identity thieves
· At the end of this lesson, students will acquire strategies to protect themselves from identity theft

	Instructional Components and Context

	Readiness

· Students will need to work collaboratively with fellow classmates
· Students will need to be able to access sites on the internet
Terminology

· Data

· Information

· Decision making

	Materials

· Students will need to have access to the internet 



	Minds On                                                                                                                            

	Connections

	Whole Class ( Four Corners

Introductory classroom discussion

Student activity

Place students in groups of 2 to discuss the questions

posed in Activity A, Privacy and information.

Responses will be recorded on the sheet.

Each group will report their responses to the class.

Have students return to their groups to brainstorm

the types of information available from public sources

and what private databases are available.

Whole Class ( Discussion

Teachers introduces the concept by brainstorming with the class the various private and sources where information is kept about someone.
· Ask students what they think is meant by “Privacy in the Information Age.”

The teacher will record the responses and supplement where needed
	[image: image1.png]


Differentiated Instruction

    L: Think, Pair, Share
AfL: Guided Discussion
AfL: Guided Discussion

	Action!                                                                          


	

	Small Group ( ( Appendix A: Privacy in the Information Age
· Students will work with a partner to discuss  the question and complete Appendix A
Whole Group (  Teacher directed
· Using input from the groups, the teacher will guide the discussion about what they think is meant by “Privacy in the Information Age.”
Small Groups: Research  

Students will work in pairs to research the meaning of the terms listed on Appendix B
Teacher will move about the lab interacting with students, ensuring they are on task and aware of what is expected of them

Whole Class ( Discussion

· Teacher records all answers on board , overhead (or smartboard)
· Whole class discussion  of these terms and what they mean to them.
Whole Class ( Discussion

Using some videos about Identity theft ffound on YouTube, for example, the teacher can use these as a springboard for students to be able to complete Appendix C, how to protect yourself from identity theft.
Small Groups: Research  

Students will then use the internet to access the resources to enable them to complete Appendix C
Sample YouTube Videos- 
Identity Theft - http://www.youtube.com/watch?v=9huxOkSie4c
Phishing  - http://www.youtube.com/watch?v=7MtYVSGe1ME

	     L: Think, Pair, Share
AfL: Guided Discussion
 Literacy: Engaging in Reading 

 SIS: Analysing and Interpreting

AfL: Guided Discussion
SIS: Analysing and Interpreting
AfL: Guided Discussion


	Consolidation 


	

	Individual ( Assessment

· Students complete and submit Appendix D

	AoL: Teacher will collect individual assessments and evaluate them

	
	


Appendix A
Privacy and Security in the Information Age

	Why is personal privacy an extremely important topic to be aware of in the Digital Age?
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Appendix B
Access the following websites to research the meaning of the terms related to Privacy and security on the Internet.
RCMP: www.rcmp-grc.gc.ca/scams-fraudes/student-etudiant-guide-eng.htm
	Phishing


	

	SMiShing


	

	Vishing


	

	Skimming


	

	Spoofing


	

	Prize Winner


	

	Theft of Account and passwords


	

	Prize scam


	

	Malicious software


	

	Other Scams


	


Appendix C
Use the following Web sites to obtain the information on how to protect yourself from identity theft.

Identity Theft - http://www.youtube.com/watch?v=9huxOkSie4c
Fight Identity Theft:  http://www.fightidentitytheft.com/ssn.html
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Appendix D
NAME: ______________________________________   
Read the scenarios described below and then indicate how you would respond to each one.

1. You receive an e-mail from your bank saying that they are upgrading their anti-identity theft measures. They ask you to go to the address provided in the email and enter your login name and password. What should you do?
____________________________________________________________________________
2. Your sister is so excited about creating a profile on Facebook.  Her friend shows her how to fill in her personal information section.  She enters her phone number, address, school, birthdate as well as other information.  She also uploads a class picture and pictures of a trip she and her family took during March Break. Her friend is unaware of security protection for facebook accounts.

Can you see any problem with this?

____________________________________________________________________________
3. Your mother decide that it is time to clean up.   She throws all of the family’s unwanted receipts, old bank statements, and bills into the garbage. You take the garbage bag out to the curb after supper because garbage pickup is the following morning.   This should be OK, right?

4. You are in Chapters and want to know if your cheque has been deposited into your bank account yet because you want to go to the theatre with your friends.  You go to the computers provided for the public in the store and log into your bank account to check the balance. 

What could be the ramifications of this?

____________________________________________________________________________
